COEP Technological University
(COEP Tech)

A Unitary Public University of Government of Maharashtra
(Formerly College of Engineering Pune)

Department of Central Store
Wellesley Road, Shivajinagar, Pune-411005, Maharashtra, India

GOEP Tech

Tel- UZ0-Z5507009 Website- www.coepiech.ac.in
Invitation of Quotation
Sealed Quotation are invited by the Department of Central Store from reputed manufacture/vendor/service provider for the providing

materail/services.

|[Enquiry Number :- (COEP Tech/Eng/University/CyberCoE/2025-26/ 2.3

Enquiry Date:- 04/02/2026

Supply, Installation, and Commissioning of Centre of Excellence (CoE) Labs - ICS/OT Security
Technical Specifications

‘Material Description & Qty:-

1ypsmi Technical Specifications / Requirements Qty
Technology
Hardened, rail-mountable router. Must support deep packet inspection | 01
Tdiistriai for industrial protocols. Configured as gateway (e.g., 192.168.0.121) to

segment OT network.

(Examples: Teltonika RUT935/RUTX09, Robustel R2010,Atop
SE3901B or similar)

Layer-2/3 switch with VLAN tagging capabilities to isolate "Dirty" 01

Security Router

?:]1 g:itgﬁi — (IFJS) and "Clean" networks. . ’
Switch (Examples: Grandstream GWN7813P. Cisco CBS350-24P-4G, STS 4
Port Gigabit Industrial PoE Switch or similar)
Legacy Adapter Int;n“ace modules to al]ow. modern TCP/IP traffic to c_ommunicatc with | 01
Intsgration serial-based industrial devices (Example: CNC Machine Memory

Adapters (CF Card/PCMCIA), PCle to PCI Adapter Cards or similar)
Functioning Programmable Logic Controller (IP: 192.168.0.122) 01

PLC Training
Unit

capable of logic execution (Ladder Logic/FBD). Must serve as a target
for exploitation.
(Example: Delta PLC Trainer Kits or similar)

Industrial Hardware panel representing a physical node with actuators/sensors to | 01
Process visually demonstrate cyberattack impacts.
Simulator (Example: Aspen HYSYS Services or similar)

. Workstation/VM setup (Kali Linux based) pre-loaded with industrial 01
Attack & ¥ = ) ‘ s
Muntioring hacking scripts (scada-tools, modbus-cli).
Node (Example: Industrial loT Modbus LoRaWan Node, 4G IoT Modbus [0

RTU Gateway or similar)

Location:-

Department of Computer Engineering / Central Computing Center,
COEP Tech. University Pune

« Time:-

Quotation Submission Date

Up to 13/02/2026 (@ 3.00pm

Quotation Submission Place:-

Inward Section, Establishment Office,
COEP Technological University Pune-411005

Quotation Opening Place:-

Department of Computer Science & Engineering
COEP Technological University Pune-411003

Terms & Conditions:-
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Fax and Email quotation are not acceptable.
The taxes, insurance, freight, packing and forwarding charges if any be quoted in Indian Rupees separately.
The rates shall be valid for 30days.
Validity: Quotation Validity at least 30 days from the due date.
Quotations shall be sent in sealed envelopes clearly marked "Quotation for Supply and Installation of Cyber CoE
Labs", Enquiry Number, Enquiry date, and Enquiry due date addressed to The Coordinator, Department of Central
Store, COEP Technological University Pune-411 005,
50% advance payment and remaining 50% will be paid after satisfactory delivery, installation and
commissioning/work. ‘
Please specify the make and model of the item.
Quotation(s) received after last date of Quotation submission will be rejected.
Delivery/Work Period and Terms Conditions should be mentioned clearly.
Delivery/Work:The penalty conditions are applicable for the late delivery as per Government norms.
a. a) at the rate of 0.5 % per week; maximum limit of 10% shall be charged in case of PO value is less
than 2 Lakh.



11.

12.

13.
14.

15,

16.

17,

18.

19.

20.

21.

b. b) at the rate of 0.5 per week; maximum limit of 5% shall be charged in case of PO
c. value is 2 Lakh and above.
All following documents/certificates should be provided / attached at the time quotation
submission.
a) Shop Act License/Incorporation Certificate/Firm Registration Certificate
Copy.
b) PAN Card Copy
¢) GST Certificate Copy
d) CERT-IN Certificate Copy
The bidder should have Central/State/PSU department work experience in the last
a. 3 year, PO/WO/Completion Report copies to be attached.
OEM authorization certificate is mandatory and must be attached with the quotation.
The Bidder should have an average annual turnover of INR 4 Lakh during the last three
financial years i.e., 2022-23, 2023-24, and 2024-25.
Bidders must submit 100% Technical Compliance on OEM letterhead signed by concerned
authority
3 Years Warranty Undertaking must be provided from OEM and Bidder letterhead signed by
concerned authority
Bidders must have successfully executed work orders for at least one Gowt. Organization/
Board/ Council/ University/ Commission/PSU/ Government undertakin g organization for any
of the Same or Similar Products projects worth 3 Lakh during the last 3 years as on day of
bidding
Scope of Work: Vendor shall be responsible for successful installation, configuration,
commissioning, and testing of the supplied items (Hardware, Software, and Networking) at COEP
Technological University Pune. Any defective component/device will be replaced by the vendor at
their cost.
Site Readiness: Institute must ensure site readiness (Power, Furniture, LAN) 15 days prior to
delivery.
The Registrar of COEP Technological University Pune reserves right to reject any one or all the
quotation(s) without assigning any reasons there for.
Installation of all equipment on site with proper training on various practicals / assignments
should be completed

o

Co-Ordinator
Dept. Of Central Store
COEP Technological University Pune



